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Note: 1) Question paper consists of Part A, Part B.

-+ 0.2)

i1) Part A is compulsory, which carries 25 marks. In Part A, Answer all questions.
ii1) In Part B, Answer any one question from each unit. Each question carries 10 marks
and may have a, b as sub questlons

Explain Active and Passive Security attacks. [2]

What are the various Security Services? [3]

Why Random numbers are used in Cryptography? [2]

Dlscuqq about the placem ent of Encryptlon functlon e, [3]-

2]

'Explam Euler S theorem * 1 E Tk e f [3]..

What is Message Authentication Code‘? [2]

Explain the security of Hash functions. [3]

What is a Malicious code? [2]

What are the limitations of Firewalls? [3]

...................... (50 Marks)

Explain in detail about various types of security mechanisms with neat diagrams.

With a neat diagram explain the model for Network Security? [5+5]
OR

Explain the Block Cipher design principles.

Explain‘the features and strength of DES algorithm: . ~ S A [5+5]

With'a neat bloci'("'digg’ram} expla{ﬁ"tﬁé "i310\;'vﬁsh encryptlon algorlthm /A [10]
OR

Explain the characteristics of Advanced Symmetric Block Ciphers.

Describe a scenario of secret key distribution in cryptography. [5+5]

Explain.the steps of RSA algorithm...

‘Given two prime numbers p = 5and q .'I-:.:]

, and encryption key e'= 7 derlve the decrypt n

‘key'd. Let the message be x =24 Perform the: -enicryption and“decryption using - R.S.A -

algorithm. [5+5]
OR

What are the principal elements of a Public Key Cryptosystems?

Explain the Diffie - Hellman key Exchange algorithm. [5+5]

(25 Marks)




8.a)  Explain the general format of a PGP message with a pictorial representation.

10. Describe the working of Secure Electronic Transaction (SET). [10]
OR
11.a) List and explain the types of firewalls.
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